
Mirai Botnet

Dr.Mohammed Anbar

National Advanced IPv6 Centre of Excellence (NAv6)
UNIVERSITI SAINS MALAYSIA



What  is IoT ?

Sensor/s
Unique 

Identification Connectivity 



Number of IoT 
connected 

devices

Source: https://www.statista.com



What is IoT 
Botnet ?



What is IoT 
Botnet ? 
(Cont.)



²ƘƻΩǎ !ǘǘŀŎƪƛƴƎ ²ƘƻƳΚ wŜŀƭǘƛƳŜ !ǘǘŀŎƪ ¢ǊŀŎƪŜǊǎ

https://www.fireeye.com/cyber-map/threat-map.html

https://www.fireeye.com/cyber-map/threat-map.html


²ƘƻΩǎ !ǘǘŀŎƪƛƴƎ ²ƘƻƳΚ wŜŀƭǘƛƳŜ !ǘǘŀŎƪ ¢ǊŀŎƪŜǊǎ
(Cont.)

https://www.fortinet.com/fortiguard/threat-intelligence/threat-map.html

https://www.fortinet.com/fortiguard/threat-intelligence/threat-map.html


²ƘƻΩǎ !ǘǘŀŎƪƛƴƎ ²ƘƻƳΚ wŜŀƭǘƛƳŜ !ǘǘŀŎƪ ¢ǊŀŎƪŜǊǎ
(Cont.)

https://horizon.netscout.com/

https://horizon.netscout.com/


Mirai Botnet 

�‡Mirai is a self-propagating malware that infects
smart devices that run on multiple different
processorarchitectures(x86, ARM,Sparc,PowerPC,
Motorola) , turning them into a network of remotely
controlled bots or zombies. This network of bots,
calleda botnet, isoften usedto launchDDoSattacks.

�‡The Mirai botnet code infects poorly protected
internet devicesby using telnet to find those that
are still using their factory default usernameand
password.


