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Evaluation Workshop
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A Security & humanfactor in security
A Social Engineering (SE)

A Threat actors using social engineering

A Characteristics of social engineer

A Basic tendencies of human nature

A SE categories & SE cycle

A SE attack vectors: tailgating, impersonating, phishing etc.
A Attack tools of an social engineer

A Why do cybercriminals use botnet attacks?

A Botnet defense best practices



A Security can be defined as ~
O4EA OOAOA T £ AARAET ¢ AOAA £0OI

A Security is all about knowing —

who and what to trust. (fus m;/**-; @m@
. O

A It is important to know when
and when not to take a person '
at their word and when the
person you are communicating t
with & what they say who =
they are.
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A company may have purchased 7z
- The best security technologies that moneygan buy

- Trained their people so well that they lock up all their
secrets beforegoing homeat night, and

- Hired building guards from the best security firm inthe
business.

That company is still totally v ulnerable .
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An Individuals may follow:
- Every best-security practice recommended by the experts
- Slavishlyinstall every recommended securityproducts,

- Bethoroughly vigilant about proper system configuration
and

- Apply various security patches regularly.

Those individuals are still completely

vulnerable .
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A Anyone who thinks that security products alone offer true
security Is settling for theillusion of security .

A Why?

A Becausdhe human
Fl OG2NJ A a
weakest link.
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Social Engineering (SE)?

A SE is defined as usifguman interaction tgpsychologically
manipulate targetsthroughdeception and persuasiom order
to influence the targets action.

A SE is form of techniques employed tybercriminals designed
to lureunsuspecting usersnto sending them their confidential
data, infecting their computers with malware or opening links t
Infects sites.
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A SEofteninvolves manipulating people intdoreaking
normal security procedures and best practices order to
gain access tsystems, networks or physical locations or for
financial gains.

A SE is used taleceive and manipulate
victims to gain computer access

A This is achieved bytricking users f;E,QQ"t‘ee"'flg
into clicking malicious links  or by M _g 5mr.‘1:.roTa icH 813\323%?}':0
physically gaining access to a sy 31533?623%'1%%‘5’3’V2‘§}2”2
computer through deception “”"‘:"g
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A Threat actors use SE techniques to conceal théite
identities and motives and present themselves as a
trusted individuals or information sources.

A SE is a popular tactic among hackers because ibiéen
AAOEAO O A@bl | E@atsAid@d x A/
network or software vulnerability.

A Hackers often use SE tacticss a first step in a larger
campaign toinfiltrate a system or network and steal
sensitive data or disperse malware.
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Cyber security Is'a'process..

A SE attacks can succeed when people are stupid or more commonly,
simply ignorant about good security practices .

A3l h OAAOOEOU EO 11 O Meredelbedudtpirot ak C
technology problemEO86 O A DPAT I A AT A | AT AC/

A As developers invent continuallybetter security technologies , making
it increasingly difficult to exploit technical vulnerabilities , attackers
will in turn more and more to exploiting the human element .

A Cracking human firewall is often easy , requires no investment beyond
the cost of a phone call and involves minimal risk.
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A The S. Engranticipates suspicion and resistance and he is always
prepared to turn distrust into trust . A good social engineer plans his
attack like a chess game, anticipating the questions his target might ask so
he can be ready with the proper answer.

A S. Engr. commonly apply technigues involvesuilding a sense of trust on
the part of his victim.

A S. Engr. knows how tecause a problem £ O OEA OEAOEI 8h
grateful when heresolves the problem .., and finally play on your
gratitude to extract some information  or a small favor from the victim
OEAO xEI T 1T AAOA OEA OEAOEI 60 Al DAI
the encounter.

A S. Engr. manipulates by pretendinge needs the other person to help
him .

2/

%" ASIACONNECT

' . DISTRIBUTED AND CLOUD-BASED
. NETWORK DEFENSE SYSTEM
FOR NRENs

fisecomect
sli@Lonnec mm%%!

European Union



e

or|stl

'

A AS. Engruses the psychology of influence to lead his target
to comply with his request . Skilled SEs are vergdept at
developing a trick that stimulates emotions, such as feat,
excitement or guilt.

A S.Engrs. Do these bypsychological triggers z automatic
mechanisms that lead people to respond to requests
without in -depth analysis of all the available information

A A S.Enrg.lives by his ability to manipulate people into
doing things that help him achieve his goal, but success
often also requires aarge measure of knowledge and
skill with computer systems and telephone systems
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A Askilled S Engroften targetslower -level or entry level
personnel in the organization hierarchy.

A It can be easy to manipulate these people intevealing
seemingly not harmful information that the attacker
uses to advance one step closer to obtaining more sensitive
company information.

A A'S Engr.targets entry-level employee because they are
typically unaware of the value of specific company
Information or of the possible results of certain actions.
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SocialSciencistRobert B. Cialdini (2001) summarized 6
basic tendencies of human nature. The Engrs. rely on these
6- tendencies in their attempt to manipulate:

1. Authority Liking
2. Liking

. ] Social Proof = » Reciprocity
3. Reciprocation ~
4. Commitment l
5. Social validation/proof Autharity Scarcity
6. Scarcity

Commitment
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A Authority - A person can be convinced to comply with a request
If he/she believes the requester is a person in authority or a
person who is authorized to make such a request.

A Liking - Through conversation, the attacker manages to learn a
hobby or interest of the victim and claims an interest and
enthusiasm for the same hobby or interest. Or he may claim to
be from the same state or school or to have similar goal.

A Reciprocation -We may automatically comply with a request
when we have been given or promised something of value. The
gift may be a material item, or advice, or help. When someone
has done something for you, you feel an inclination to
reciprocate.
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A Commitment - people have the tendency to comply after having
made a public commitment or endorsement for a cause. Once we _
EAOA POl Il EOAA xA xEIIT Al OI1lAC
untrustworthy or undesirable.

A Social validation/Proof - The caller says he is conducting a
survey and names other people in the department who he
claims have already cooperated with him. The victim believing
that cooperation by others validates the authenticity of the
request, agrees to take part.

A Scarcity z The attacker sends emails claiming that the first 500
PAT PI' A Ol OACEOOAO AO OEA Al IE
to an excellent movie. When an unsuspecting employee reqgister,
he may give his password what he use in other cases.
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SE attacks are zategories:Hunting a

Hunting :
C Seeks to execute SE attack through minimal interaction
with the target.

C Once the specified objective is achieved and security
breach is established, communication is likely to be
terminated.
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A The attacker aims to establish a relationship with the
victim in order to extract information for a longer period of
time.

A Throughout the process, the interaction can change, the
target may learn the truth and SE may attempt to bribe or
blackmail the target, thus resorting to traditional criminal
behavior.
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A SE typically consists of 4-phases:

1. Information gathering/Research

identify attack vectors and targets.

Relationship development/Hook
target.

the target.

-

- Collecting information to help

- Develop rapport with the

Exploitation/Play - Use information and relationships to infiltrate

4. Execution/Exit - Accomplish ultimate goal

However, SE attacks are unique with the
possibility that it might involves multiple
phases and cycles and may even
incorporate the use of other more
traditional attack techniquesto achievethe

desired end result.
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An attack vector is a path or means by which the attacker ca
gain access to exploit system vulnerabilities, including the
human element:

1. Social Approach (SA): An attack vectors in social
approach can be arise through actdike tailgating,
Impersonating, eavesdropping, shoulder surfing,
dumpster diving, reverse SE etc.

2. Socio-technical approach (STA) : This approach can arise
through different situations like phishing, baiting,
watering hole etc.
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SA: Tailgating

A When a hacker walks into a secured building by following
someone with an authorized access card.

A This attack presumes the person with legitimate access to
the building is courteous enough to hold the door open for
the person behind them, assuming they are allowed to be
there
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A Thethreat actor assumesa falseidentity to gain credibility asa basisto
carry out malicious action like piggybacking, pretexting and quid pro
quo.

A Piggybacking - the attacker aims to gain physical entry to secured
areas He acquires permission from the person with legitimate access
by impersonating business entities who requires temporary
admittance.

A Quid pro quo- attacks rely on D AT D keAs@ @f reciprocity, with
attackers offering somethmg In exchangefor information. (In Latin,
ON®@®BANOMEansOO0T | APDrEOETTRA OEET C6

A Pretexting - the attacker attempts to breach security protocol and gain
accesdo credentials and personal information.
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A Urgently ask for your help -91T OO O AOEA] AB
country X, has been robbed, beaten and is in the hospital.

A.TOELAU UI O OEAO Mayib&thelekailA O x |
claims to be from a lottery or a dead relative, or the

millionth person to click on their site etc. In order to give
Ui O OxET EIT C6 Ui O EAOA OI bOl

A0OOAOAT O A POl Al Al OEAO OANO
Information by clicking on the displayed link and
providing information in their form - The link location

may look very legitimate with all the right logos and
AT T OAT 008
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x Within a company, the personnel may simply discuss
classified matters out loud if expecting only authorized
employee to be present.

x Just for being at the right place at right timethreat actors
can exploit security breaches of this nature.
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A It is the act of direct observation by surfing 0ver the
OEAOQOEI 60 OEI Ol AAO Ol

used for extracting authentication data
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A All that needs to be done is for the
attacker to place themselves behind

their victim and then observe the pin
code (for example)that is entered into

the paymentterminal.
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x Attackers acquire sensitive information simply look it
through the garbage.

x Often individuals and organizations, do not adequately
dispose of documents, papers even hardware from which
can be retrieved confidential information.
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C Reverse SE has 3 stepsabotage, advertising and
assisting .

- An attacker find a ways to sabotage a system/network,
next advertise their services as a security consultant and
once In fixing the problem but really do something
malicious (planting key logger or stealing data

- The attacker creates and plays a
persona that appears to be
trusted, fabricates a problem for
the victim and indirectly, presents
a viable solution.
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SA: Diversion theft

A Offline, the social engineers trick a delivery or courier
company into going to the wrong pickup or dropoff
location, thus intercepting the transaction.

A Online, they involve stealing confidential information by
persuading victims to send it to the wrong recipient.

Diversion Theft

New Doli\;nry Place

+ Divert actual delivery location to
some other place and theft
information

Delivery Place
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- Phishing is like giving random people pois
hoping they eatit.

- Typically a phisher sends an email, IM, comment or text
message that appears to come from a legitimate, popular
company, bank, school or institution.

-That email is meant to trick the
recipient into sharing personal or

financial information or clicking on ‘

PHISHING 6

a link that installs malware

&g~ 5
L0%’, ASIACONNECT ~ .
\\' ‘ . DISTRIBUTED AND CLOUD-BASED Asi@Connect T%\’
NETWORK DEFENSE SYSTEM COOPERATION CENTER
\ ’9 FOR NRENs




From: abclexample.com Spam emails are often
T T T T T T TS T T T e — = ——— ) . ..
. 1To: blRexample.com; b2fexample.com /
Email Header —] 'Date:_sun, ]f:})l Jan 2013 01 -53 -45 +0100 | send in largfe quantities
e e e R e and at certain times for
MIME-Versicn: 1.0 .
Spam campalgns.
Content-— Tﬂ;g D Lm_ll_t&EaEEf_mirgeg_ __ p paigh
Subject: Track your parcel #12345 I
i I —————— = NextPart 001 Social engineering
Email Body Content-Type: text/plain; to entice or coerce

Text content —

\l

Attachment —

Figure

charset="iso-88509-1"

; , recipients to act.
Content—-Transfer-Encoding: quocted-printable

Seemingly

! ' harmless URL,
which can also
________ i sty e be redirects or

______ compromised
—————— = NextPart 000 Web sites.
Content-Type: appl1cation;’x—zip—compressed;
name—;trackingTinst;uctézns .zip" Malicious attachments
Content-Transfer-Encodlng ase
Comtent_Disbasirion: stesehments / may be hidden in these
[_fllename—"tracklng instructions.pdf. 21p Compl'essed files.
Notice the multiple
(base64 string of attachment) file extensions.

: An example (fake) spam email with a potential malicious attachment and URL.
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- It is highly targeted attack.
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- It is like phishing but tailored for a specific individual or
organization. Social networking sites can be used by cyber

criminals to mine data on potential victims.

Cyber Criminals are ‘fishers of men

é what’ the difference” /A

D

15 A SPROAD AUTOMATED ATTACK JETOMIZED ATTACK ON A SPECIFR
THAY 1% LSS SOSMISICATID EMNSLOYVET & OOMPANY

PHISHING SPEAR-PHISHING
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A Whaling uses deceptive email messages targeting hidgve

decision makers within an organization, such as CEQOs, CFQOs, an
other executives.

A Suchindividuals have access to highly valuable information,
Including trade secrets and passwords to administrative
company accounts

A Whaling attacks always personally address
targeted individuals, often using their title,
position and phone number, which are
obtained using company websites, social
media or the press.
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