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Security?

ÅSecurity can be defined as -

Ȱ4ÈÅ ÓÔÁÔÅ ÏÆ ÂÅÉÎÇ ÆÒÅÅ ÆÒÏÍ ÄÁÎÇÅÒ ÏÒ ÔÈÒÅÁÔȱ

ÁSecurity is all about knowing
who and what to trust .

Á It is important to know when
and when not to take a person
at their word and when the
person you are communicating
with & what they say who
they are.
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{ŜŎǳǊƛǘȅΩǎ ǿŜŀƪŜǎǘ ƭƛƴƪ Κ

A company may have purchased ɀ

- The best security technologies that money can buy, 

- Trained their people so well that they lock up all their 
secrets before going home at night, and

- Hired building guards from the best security firm in the 
business.

That company is still totally v ulnerable .
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{ŜŎǳǊƛǘȅΩǎ ǿŜŀƪŜǎǘ ƭƛƴƪ Κ

An Individuals may follow:

- Every best-security practice recommended by the experts,

- Slavishly install every recommended security products, 

- Be thoroughly vigilant about proper system configuration 
and 

- Apply various security patches regularly.

Those individuals are still completely 
vulnerable .
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IǳƳŀƴ CŀŎǘƻǊΥ {ŜŎǳǊƛǘȅΩǎ ǿŜŀƪŜǎǘ ƭƛƴƪ

ÅAnyone who thinks that security products alone offer true 
security is settling for the illusion of security . 

ÅWhy? 
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ÅBecause the human 
ŦŀŎǘƻǊ ƛǎ ǘǊǳƭȅ ǎŜŎǳǊƛǘȅΩǎ 
weakest link.
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Social Engineering (SE)?

ÅSE is defined as using human interaction to psychologically 

manipulate targetsthrough deception and persuasion in order 

to influence the targets action.

ÅSE is form of techniques employed by cybercriminals designed 

to lure unsuspecting users into sending them their confidential 

data, infecting their computers with malware or opening links to 

infects sites.
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Social Engineering (SE)

ÅSE often involves manipulating people into breaking 

normal security procedures and best practices in order to 

gain access to systems, networks or physical locations or for 

financial gains.
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ÁSE is used to deceive and manipulate 
victims to gain computer access.

ÁThis is achieved by tricking users 
into clicking malicious links or by 
physically gaining access to a 
computer through deception.



Threat actors using SE

ÅThreat actors use SE techniques to conceal their true 
identities and motives and present themselves as a 
trusted individuals or information sources.

ÅSE is a popular tactic among hackers because it is often 
ÅÁÓÉÅÒ ÔÏ ÅØÐÌÏÉÔ ÕÓÅÒÓȭ ×ÅÁËÎÅÓÓÅÓ than it is find a 
network or software vulnerability.

ÅHackers often use SE tactics as a first step in a larger 
campaign to infiltrate a system or network and steal 
sensitive data or disperse malware.
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Cyber security is a process..

Å SE attacks can succeed  when people are stupid or more commonly, 
simply ignorant about good security practices .

Å 3Ïȟ ÓÅÃÕÒÉÔÙ ÉÓ ÎÏÔ Á ÐÒÏÄÕÃÔȟ ÉÔȭÓ Á ÐÒÏÃÅÓÓȢ Moreover, security is not a 
technology problem-ÉÔȭÓ Á ÐÅÏÐÌÅ ÁÎÄ ÍÁÎÁÇÅÍÅÎÔ ÐÒÏÂÌÅÍȢ

Å As developers invent continually better security technologies , making 
it increasingly difficult to exploit technical vulnerabilities , attackers 
will in turn more and more to exploiting the human element .

Å Cracking human firewall is often easy , requires no investment beyond 
the cost of a phone call and involves minimal risk.
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Characteristics of Social Engineer

Å The S. Engr. anticipates suspicion and resistance and he is always 
prepared to turn distrust into trust . A good social engineer plans his 
attack like a chess game, anticipating the questions his target might ask so 
he can be ready with the proper answer.

Å S. Engr. commonly apply techniques involves building a sense of trust on 
the part of his victim.

Å S. Engr. knows how to cause a problem ÆÏÒ ÔÈÅ ÖÉÃÔÉÍȣȟ ÔÈÅÎ ÍÁËÅ ÖÉÃÔÉÍ 
grateful when he resolves the problem .., and finally play on your 
gratitude to extract some information or a small favor from the victim 
ÔÈÁÔ ×ÉÌÌ ÌÅÁÖÅ ÔÈÅ ÖÉÃÔÉÍȭÓ ÃÏÍÐÁÎÙ ÏÒ ÔÈÅ ÖÉÃÔÉÍ ÖÅÒÙ ÍÕÃÈ ×ÏÒÓÅ ÏÆÆ ÆÏÒ 
the encounter.

Å S. Engr.  manipulates by pretending he needs the other person to help 
him .
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Characteristics of S. Engr.

ÅA S. Engr. uses the psychology of influence to lead his target 
to comply with his request . Skilled SEs are very adept at 
developing a trick that stimulates emotions, such as fear, 
excitement or guilt. 

ÅS. Engrs. Do these by psychological triggersɀautomatic 
mechanisms that lead people to respond to requests 
without in -depth analysis of all the available information.

ÅA S. Enrg. lives by his ability to manipulate people into 
doing things that help him achieve his goal, but success 
often also requires a large measure of knowledge and 
skill with computer systems and telephone systems .
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S. Engineering- Target entry levels

ÅA skilled S Engr. often targets lower -level or entry level 
personnel in the organization hierarchy. 

Å It can be easy to manipulate these people into revealing 
seemingly not harmful information that the attacker 
uses to advance one step closer to obtaining more sensitive 
company information.

ÅA S Engr.  targets entry-level employee because they are 
typically unaware of the value of specific company 
information or of the possible results of certain actions.
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Basic tendencies of human nature

Social SciencistRobert B. Cialdini (2001) summarized 6-
basic tendencies of human nature. The S. Engrs. rely on these 
6- tendencies in their attempt to manipulate: 

1. Authority

2. Liking

3. Reciprocation

4. Commitment

5. Social validation/proof

6. Scarcity
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Example: Human Tendencies

Å Authority - A person can be convinced to comply with a request 
if he/she believes the requester is a person in authority  or a 
person who is authorized to make such a request.

Å Liking - Through conversation, the attacker manages to learn a 
hobby or interest of the victim and claims an interest and 
enthusiasm for the same hobby or interest. Or he may claim to 
be from the same state or school or to have similar goal.

Å Reciprocation -We may automatically comply with a request 
when we have been given or promised something of value. The 
gift may be a material item, or advice, or help. When someone 
has done something for you, you feel an inclination to 
reciprocate.
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Example: Human Tendencies
Å Commitment - people have the tendency to comply after having 

made a public commitment or endorsement for a cause. Once we 
ÈÁÖÅ ÐÒÏÍÉÓÅÄ ×Å ×ÉÌÌ ÄÏ ÓÏÍÅÔÈÉÎÇȟ ×Å ÄÏÎȭÔ ×ÁÎÔ ÔÏ ÁÐÐÅÁÒ 
untrustworthy or undesirable.

Å Social validation/Proof - The caller says he is conducting a 
survey and names other people in the department who he 
claims have already cooperated with him. The victim believing 
that cooperation by others validates the authenticity of the 
request, agrees to take part.

Å Scarcity ɀThe attacker sends emails claiming that the first 500 
ÐÅÏÐÌÅ ÔÏ ÒÅÇÉÓÔÅÒ ÁÔ ÔÈÅ ÃÏÍÐÁÎÙȭÓ ÎÅ× ×ÅÂÓÉÔÅ ×ÉÌÌ ÆÒÅÅ ÔÉÃËÅÔÓ 
to an excellent movie. When an unsuspecting employee register, 
he may give his password what he use in other cases.
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SE Attack Categories

SE attacks are 2-categories: Hunting and Farming

Hunting : 

ÇSeeks to execute SE attack through minimal interaction 
with the target. 

ÇOnce the specified objective is achieved and security 
breach is established, communication is likely to be 
terminated.
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SE Attack Categories: Farming

ÅThe attacker aims to establish a relationship with the 
victim in order to extract information for a longer period of 
time. 

ÅThroughout the process, the interaction can change, the 
target may learn the truth and SE may attempt to bribe or 
blackmail the target, thus resorting to traditional criminal 
behavior.
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SE Cycle
Å SE typically consists of 4-phases:

1. Information gathering/Research - Collecting information to help 
identify attack vectors and targets.

2. Relationship development/Hook - Develop rapport with the 
target.

3. Exploitation/Play - Use information and relationships to infiltrate 
the target.

4. Execution/Exit - Accomplish ultimate goal.

However, SE attacks are unique with the
possibility that it might involves multiple
phases and cycles and may even
incorporate the use of other more
traditional attack techniques to achievethe
desired end result.
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SE Attack Vectors

An attack vector is a path or means by which the attacker can 
gain access to exploit system vulnerabilities, including the 
human element:

1. Social Approach (SA): An attack vectors in social 
approach can be arise through acts- like tailgating, 
impersonating, eavesdropping, shoulder surfing, 
dumpster diving, reverse SE etc.

2. Socio-technical approach (STA) : This approach can arise 
through different situations like phishing, baiting, 
watering hole etc.
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SA: Tailgating

ÅWhen a hacker walks into a secured building by following 
someone with an authorized access card.

ÅThis attack presumes the person with legitimate access to 
the building is courteous enough to hold the door open for 
the person behind them, assuming they are allowed to be 
there
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SA: Impersonating

Å The threat actor assumesa falseidentity to gain credibility asa basisto
carry out malicious action like piggybacking,pretexting and quid pro
quo.

Å Piggybacking - the attacker aims to gain physical entry to secured
areas. He acquires permission from the person with legitimate access
by impersonating business entities who requires temporary
admittance.

Å Quid pro quo- attacks rely on ÐÅÏÐÌÅȭÓsense of reciprocity, with
attackers offering something in exchangefor information . (In Latin,
ȬÑÕÉÄproÑÕÏȭmeansȬÓÏÍÅÔÈÉÎÇforÓÏÍÅÔÈÉÎÇȭ.)

Å Pretexting - the attacker attempts to breachsecurity protocol and gain
accessto credentialsand personal information .
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Pretexting examples: emails

ÅUrgently ask for your help -9ÏÕÒ ȬÆÒÉÅÎÄȭ ÉÓ ÓÔÕÃË ÉÎ 
country X, has been robbed, beaten and is in the hospital.

Å.ÏÔÉÆÙ ÙÏÕ ÔÈÁÔ ÙÏÕȭÒÅ Á Ȭ×ÉÎÎÅÒȭ- May be the email 
claims to be from a lottery or  a dead relative, or the 
millionth person to click on their site etc. In order to give 
ÙÏÕ Ȭ×ÉÎÉÎÇȭ ÙÏÕ ÈÁÖÅ ÔÏ ÐÒÏÖÉÄÅ ÉÎÆÏÒÍÁÔÉÏÎȢȢ

Å0ÒÅÓÅÎÔ Á ÐÒÏÂÌÅÍ ÔÈÁÔ ÒÅÑÕÉÒÅÓ ÙÏÕ ÔÏ ȬÖÅÒÉÆÙȭ ÙÏÕÒ 
information by clicking on the displayed link and 
providing information in their form - The link location 
may look very legitimate with all the right logos and 
ÃÏÎÔÅÎÔÓȣ
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SA: Eavesdropping 

×Within a company, the personnel may simply discuss 
classified matters out loud if expecting only authorized 
employee to be present. 

×Just for being at the right place at right time, threat actors 
can exploit security breaches of this nature.
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SA: Shoulder surfing/spying

Å It is the act of direct observation by surfing over the 
ÖÉÃÔÉÍȭÓ ÓÈÏÕÌÄÅÒ ÔÏ ÃÏÌÌÅÃÔ ÐÅÒÓÏÎÁÌ ÉÎÆÏÒÍÁÔÉÏÎȟ ÔÙÐÉÃÁÌÌÙ 
used for extracting authentication data.
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ÅAll that needs to be done is for the
attacker to place themselves behind
their victim and then observe the pin
code(for example) that is entered into
the payment terminal .



SA: Dumpster diving

×Attackers acquire sensitive information simply look it 
through the garbage. 

×Often individuals and organizations, do not adequately 
dispose of documents, papers even hardware from which 
can be retrieved confidential information.
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SA:Reverse SE
ÇReverse SE has 3 steps: sabotage, advertising and 

assisting .

- An attacker find a ways to sabotage  a system/network, 
next advertise their services as a security consultant and 
once in fixing the problem but really do something 
malicious (planting key logger or stealing data).

29

- The attacker creates and plays a 
persona that appears to be 
trusted, fabricates a problem for 
the victim and indirectly, presents 
a viable solution.



SA: Diversion theft 

ÅOffline, the social engineers trick a delivery or courier 
company into going to the wrong pickup or drop-off 
location, thus intercepting the transaction.

ÅOnline, they involve stealing confidential information by 
persuading victims to send it to the wrong recipient.
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STA: Phishing 
- Phishing is like giving random people poisoned candy and 
hoping they eat it.

- Typically a phisher sends an email, IM, comment or text 
message that appears to come from a legitimate, popular 
company, bank, school or institution.
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- That email is meant to trick the 
recipient into sharing personal or 
financial information or clicking on 
a link that installs malware



Phishing: Example
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STA: Spear phishing 

- It is highly targeted attack.

- It is like phishing but tailored for a specific individual or 
organization. Social networking sites can be used by cyber 
criminals to mine data on potential victims.
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SAT: whaling/CEO fraud

ÅWhaling uses deceptive email messages targeting high-level 
decision makers within an organization, such as CEOs, CFOs, and 
other executives. 

Å Such individuals have access to highly valuable information, 
including trade secrets and passwords to administrative 

company accounts.
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ÅWhaling attacks always personally address 
targeted individuals, often using their title, 
position and phone number, which are 
obtained using company websites, social 
media or the press.


