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MS Office is a primary attack point.
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Malware is taking an increasingly large toll.



Cryptojacking is on the rise.



Hackers are coming for your phone.



Most malware comes via email.



Why Windows?



Global OS Market Share



Malware by OS Segment

WindowsAndroid Mac OS



ÅPopularity

ÅPoorly Designed Security Mechanisms in 

Windows

ÅWindows CVE

https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=windows


Prevention



Backup, backup, backup

Åoffline åNAS, BD, USB sticks, etc.

Åonline åGoogle Drive, OneDrive, etc.



Update Windows and software

ÅIt's crucial to always install the latest updates for Windows 

and other software.

ÅWith Windows 10, updates

download and install 

automatically, because 

now they're mandatory.



Upgrade to Windows 10

Operating System End of Life Date

Windows Vista 11/4/2017

Windows Server 2008 14/1/2020

Windows 7 14/1/2020

Windows Server 2012 10/1/2023

Windows 8/8.1 10/1/2023

Windows 10 14/10/2025

ÅOlder versions of Windows are more vulnerable than newer 
versions.

ÅNew releases of Windows
always include security 
improvements, and over 
time removes or updates 
features that may have 
become vulnerable.



Use a firewall

ÅHelps to block malicious attacks from hackers, worms, 

ransomware, viruses



Install an anti -malware solution

ÅNowadays, it's essential to have an antivirus installed on your 
computer to detect and remove malware before they can 
compromise your data,
slow down or crash your 
device.

ÅWith Windows 10, updates
download and install 
automatically, because 
now they're mandatory.

ÅWindows AVs

https://www.av-test.org/en/antivirus/home-windows/


Install Microsoft Safety Scanner

ÅIt is basically an on-demand scanner that you can try to use 

as a last resort if the virus has disabled or interfering with 

your current antivirus program.



Enable Windows Sandbox

To enable and run Windows Sandbox on Windows 10, the 

following need to be done:

ÅEnsure that you are running Windows 10 Pro or Windows 10 Enterprise Editions

ÅEnable Virtualization

ÅOpen Windows Features on and off 

panel

ÅEnable Windows Sandbox here

ÅRun the executable file in the 

Sandbox environment



Reset Windows 10

To enable and run Windows Sandbox on Windows 10, the 

following need to be done:

ÅEnsure that you are running Windows 10 Pro or Windows 10 Enterprise Editions

ÅEnable Virtualization

ÅOpen Windows Features on and off 

panel

ÅEnable Windows Sandbox here

ÅRun the executable file in the 

Sandbox environment



Detection



Check for Installed Apps



Check Installation Folders



Check for Suspicious Process



Check for Suspicious Process


