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MS Office Is a primary attack point.

Beware of your own As much as 38% of

productivity tools like malware is now being
Microsoft Office. disguised as a Word doc.

People don’t tend to suspect
ordinary looking .doc files.
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\ﬂ,ﬂo Ransomware is
. n a Huge Problem

This year organizations and Local governments
individuals will pay approximately continue to be a
$11.5 billion because of ransomware. popular target.




Malware Is taking an increasingly large toll.

Global Cost
of Malware

$6 trillion

$2 trillion

$500 billion

2015 2019 2021



Cryptojacking Is on the rise.

y o
Ql Cryptojacking

Year ——— 0@

.

5-8 million Around 96 million
attempts per month attempts per year




Hackers are coming for your phone.

Hackers are
coming for
your phone.

Malicious apps arc
hidden in both Apple and
Android app stores.

24,000 malicious apps
are blocked every day.

Mobile malware targets
older versions of Android apps.




| Most malware comes via emaill.

Where is
Malware Found?

B30

Websites and
Applications
6%




Why Windows?



| Global OS Market Share
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| Malware by OS Segment
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APopularity

APoorly Designed Security Mechanisms in
Windows

ANindows CVE



https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=windows

Prevention



Backup, backup, backup
Aoffline &NAS, BD, USB sticks, etc.

Aonline 4Google Drive, OneDrive, etc.

T W« Sytrem and Securty » Backup and Restore (Win:

Contref Pasel Home

) Create a system enage

& Creste s system repain disc

Back up or restore your files

Backup

Windows Backup hat net been set up.

Restore

Windows could n)

Where do you want to save the backup?

A system image is 8 copy of the drives required for Windows to run. & can akio include add#ional

drives. A systemn image can be used to restore your computer f your hard drive of computer ever
tops working howeves, you can't choose indnidual items to restore.

(@) On & hard dak

(O On one or more DVDs

5 OVD Drive (D)

O 0n 2 network locatsen

Cancel



Update Windows and software

Alt's crucial to always install the latest updates for Windows
and other software.

AWith Windows 10, updates
download and install
automatically, because
now they're mandatory.

Windows Update




Upgrade to Windows 10

AOlder versions of Windows are more vulnerable than newer
versions.

ANew releases of Windows
always include security

improvements, and over

) Windows Vista 11/4/2017
time removes or updates
Windows Server 2008 14/1/2020
features that may have
Windows 7 14/1/2020
become vulnerable.
Windows Server 2012 10/1/2023
Windows 8/8.1 10/1/2023
Windows 10 14/10/2025




Use a firewall

AHelps to block malicious attacks from hackers, worms,
ransomware, viruses

* Custoenize Settings

Cortrol Panel » System and Security » Windows Firewal » Customice Settings

Customize settings
You can moddy the firewall settings for each type of network that you use
te network Lettagt
o (®) Tumn on Windows Firewall
[[] Biock all inceening connections, including those in the list of allowed apps
B4 Netdy me when Windows Firewall blacks a new app

Q Tum off % Frewall (not recommended)

k settingt
0 Turn on Windows Firewell
[[] Block all incemming connections, inciuding those in the nt of allowed apps

[ Netdy me when Windows Firew <k 8 new app

e Tum off ows Furewall (mot recommeended)




Install an anti -malware solution

ANowadays, it's essential to have an antivirus installed on your
computer to detect and remove malware before they can
compromise your data,
slow down or crash your
device.

AW”:h W|ndOWS 10, UpdateS Welcome to Cybereason
RansomFree. You are now

download and inSta” protected from Ransomware!
automatically, because e @ n O -
now they're mandatory.

AWindows AVs



https://www.av-test.org/en/antivirus/home-windows/

Install Microsoft Safety Scanner

Alt is basically an on-demand scanner that you can try to use
as a last resort Iif the virus has disabled or interfering with

your current antivirus program.

= Microsoft Safety Scanner - 1,.0.3007.0 *
Scanning your computer
he tool is scanning your computer for viruses, spyware, an d other potentia lly uriwante: d
fl d that is found

After this operation completes, the tool will provide vou with a report of the software that
wias detecked and removed.

Curren tly scanning:
D:\Program Files {x86)\Comman Files\Microsoft Shared\Phone Toals, ..\ IpOverUshSve. exe

Files Scanned: 168
Filzs Infected: 0
Skart time: 5:13 PM

Time elapsed: 00:00:05




Enable Windows Sandbox

To enable and run Windows Sandbox on Windows 10, the
following need to be done.:

A Ensure that you are running Windows 10 Pro or Windows 10 Enterprise Editions
A Enable Virtualization

A Open Windows Features on and off
panel

A Enable Windows Sandbox here

A Run the executable file in the
Sandbox environment




| Reset Windows 10

To enable and run Windows Sandbox on Windows 10, the
following need to be done.:
A Ensure that you are running Windows 10 Pro or Windows 10 Enterprise Editions

A Enable Virtualization

A Open Windows Features on and off © Reset this PC
panel Choose an option
A Enable Windows Sandbox here Keep my files

Removes apps and settings, but keeps
your personal files.

A Run the executable file in the
Sandbox environment Remove everything

Remowves all of your personal files,
apps, and settings.




Detection



| Check for Installed Apps

& Settings - (]
@ SYSTEM Find a setting
Display Sports 72.0KB
Microsoft Corporation 7/20/2015
Notifications & actions
@ Alarms & Clock 68.8 KB
e R AT A Microsoft Corporation 7/20/2015
Apps & features
Microsoft Solitaire Collection 68.0 KB
Multitasking Microsoft Studios 7/20/2015
3D Builder 440KB
! > - -
i B . Microsoft Corporation 71772015
Battery saver App connector 44.0 KB
Microsoft Corporation 7/17/2015
Power & sleep
Camera 440 KB
Microsoft Corporation 7/20/2015
Storage
Get Started 440KB
Offline maps Microsoft Corporation 771672015




Check Installation Folders

| | = | Prograrn Files (x56)

Share

&«

v 4 » This PC > MainDisk (D) » Prograrn Files (x86) »

[ Desktap
“ Dowenloads
|= Documents
* img
= Pictures
4z Google Drive
" 2N Final Exarn
“ Dowenloads
" ITH Final Exam §

g oop Final exarn |

3 This PC

§ 30 Objects
[ Desktap
= Documents
" Dowvnloads
J‘) Music
= Pictures
m Videnos

e Local Disk {20
‘o, MainDisk (D)

- Systern Reservec

= MIKCMN D000 (K

s MIEOMN D000 (K y

49 items

Wi

Mame

Iyghai

TeamViewer

Microsoft Office
AdvancedWindowshlanager
Commmon Files
Microsoft.NET

Windows Mail

Internet Explorer

Windows Media Player
kAZBwild

Reference Assemblies

ArAD

Walve

InstallShield Installation Information
Google

Garena

Wifindows Multirnedia Platform
Windows Photo Wiewer
Windows Portable Devices
Wefindows Defender
Windowes MNT
WindowsPowerShell
Apowversoft

WinHTTrack

MCT Corp

Adobe

Date mnd\i;‘ied

312020 517 P
31172020 3:08 P
2272020 1052 AkA
211474020 2:33 P
11872020 732 P
12142019 1:43 Prd
12142019 1:14 Prd
12147219 111 PR
12142019 1:11 Prd
12142019 1:01 Prd
12147209 1:01 PR
121472019 12:36 ...
12/3/2019 7:59 P
1227209 311 P
11/8/2019 10:44 AkA
22591115 Prd
318209 2:23 P
31952019 2:23 P
31952019 2:23 P
318209 2:20 P
31952019 1:02 P
31972019 12:52 Prd
29729 10:22 P
1252019 10:20 Prd
1/15£2019 §:32 P
B6/2MB 422 PM

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

Size



Check for Suspicious Process

B cloudnetexe Cloud et (32 i) X 4 = X

C & bing.com/search?q=cloudnet.exe%20CIoud%20Net%20(32%20hit) “ 0O = &, H

N Welcorme to The Int.,  Jr Bookrark Manager esrenistgmepublic.. @ TN IPVE Security Corsin,  [E) Daily Botnet Statistics [ JeffDoyle on P Rou.. @ Objective Develop., @ ATerplate ToHelp.., [l PCOuest:Techand.,  [g] Grail 9 IPv6 Router Setting... » Other bookrmarks

b claudnet.exe Cloud Net (32 hit) o Q signin 2, =
ALL IMAGES YIREDS MARS NEWS
79,500 Results Date = Language « Region =
Net Cloud - Net Cloud | index.about.com Related searches

httpy/index about.comy/net cloud
Ad. Find Net Cloud and Related Articles. Search Now!

cloudnet uninstall emd fix

= —
Trusted Guide - Expert Advice - Trending Mews - 100+ Topics 1) Tosk Manager o x
Types: Business, Finance, Health, Home&Garden File  Options  View
Processes Performance App history Startup Users Details Services
Search About.com About.com Home
The About.com Story 100+ Topics Name Status
- . = . .
1000 Expert Writers Trusted Guides & Adobe IPC Broker (32 bif) Adobe Systems Incorpor...  AdobelPCBroker.exe
. - o . Adobe Update Service (32 bit) Adobe Systems Incorpor...  AdobeUpdateService.exe
Remove Cloud Net {32 bit} malicious application. - Virus ... ] )
) ) [ AdvancedWindowsManager.ex.. AdvancedWindowsManag
wvwe.deletevirus.net/remove-cloud-net-32-bit-malicious-application +
29/7/2017 - Choud Met (32 hit) is a dangerous process related to certain nasty adware to be currently [®] AMD External Events Client Mo... AMD atiecho.exe
enabled and running within your computer. Once this process is active you will keep facing the load of really| [ AMD External Events Service M... AMD atiesncx.exe
annoying advertizement banners to accompany your search all the time
[55] AMD Fuel Service Advanced Micro Device..  Fuel.Service.exe
cloudnet.exe Windows process - What Is it? (& Antimalware Service Executable Microsoft Corporation  MsMpEng.exe
hitpsywwwifile.net/process/cloudnet exe himl - (& Application Frame Host Microsoft Corporation  ApplicationFrameHost.ex:
Cloudnet. exe file information Cloudnet exe process in Windows Task Manager The process known as
W% Cloud Net (32 bit) Epichet Inc. cloudnet.exe
Cloud Net appears to belong to software EpicMet Gloud Office by EpicNet. Gescription: Cloudnet.exe is not End task
nd tas
essential for Windows and will often cause problems [5=] CloudPr ) CloudPrinter.exe
Provide feedback
1/5 % (n [ COM Sc Resource values R Microsoft Corporation dilhost.exe
[#s] COM S Create dump file Microsoft Corporation dllhost.exe
" 0
{Solved!) How to remove "CLOUDNETACLOUDNET.EXE" virus ..
. X [&] COM 5L Microsoft Corporation dilhost.exe
httpsiigreatis.com/hlog/how-to/remove-cloudnet-cloudnet-exe-virus.htm - Go to details
7/8/2017 - How CLOUDNETICLOUDNET.EXE get on your cemputer? Phishing is the most commen way for | B Core S Open file location CoreSunc.exe o ¥
malware to infect computers. It could be a fake email message that appears to be originated from Search online
Microsoft Customer Service, eBay, PayPal, Amazon, or even your bank or insurance company. Fewver detai Properties End task
545 dkkkok (2)

Videos of cloudnet.exe Cloud Net (32 bit)

bing.com/videos

m

2 - 420PM
ﬂ L Type here to search ] = /1172020




Check for Suspicious Process



