&

Q@

. DISTRIBUTED AND CLOUD-BASED
NETWORK DEFENSE SYSTEM

FOR NRENs

Malware Detection and
Prevention using CESS

Dr. Hossen Asiful Mustafa
Assistant Professor, IICT, BUET
https:.//hossenmustafa.buet.ac.bd

i
/: ‘e

si@Connect
TEIN
COOPERATION CENTER



http://hossenmustafa.buet.ac.bd/

CESS

Cloud Enabled Security Service (CESS) is a
Security as a Service

CESS allows a provider to host network security and
monitoring services in a cloud

CESS

Is cost effective

Is scalable

Requires less maintenance

Can replace some on-premise appliances



CESS Architecture
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CESS Installation and
Data Analysis



System Information

Product: Cisco Web Security Appliance (virtual)
Model: S600V

Operating System: AsyncOS

OS Version: 11.7.0-418

Deployment: Vmware ESXi (version 5.5)

Disk Size: 1024 GB

RAM: 24 GB

Processor Core: 12

Deployment Location: BAREN Cloud
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CESS Setup Process

Prepare Low-Level Design (LLD) for network traffic
diversion through CESS.

Installation of AsyncOS (for virtual WSA) in Vmware at
BAREN cloud.

Installation of License key in WSA.

Configuration of WSA for Transparent deployment and
In Monitoring mode.

Redirect the BAREN server traffic (only http and https)
through Cisco WSA.



Network Architecture
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Challenges (Before Deployment)

No Low-Level Design was ready for network traffic
diversion through CESS.

Diversion of web traffic of different institution through

CESS will create high traffic volume due to not
considering BdRENOS exi stin
while planning.

Such traffic volume may impact normal activities of the
existing networking devices.

Required WCCP supported end device (Client side
gateway router or pop router).
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Challenges (After Deployment)

Deployed WSA repeatedly hangs. Every time manual
restart was required.

Troubleshooting for major problems and their

solutions: (with the help of Cisco TAC team)
Encountering Keglim lockup - cause the WSA to become
unresponsive to all network traffic, with the exception of ICMP.
Upgrade of WSA
Errors due to a bug
Disable for caching (temporarily solved)
High memory pressure
Increase memory pressure 3 times  (temporarily solved)
Increase memory pressure 6 times
Reporting files corrupted
Need to delete corrupted files from back end
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Statistics

Average Transactions

Maximum Transactions

Average Bandwidth
Maximum Bandwidth
Average Connection
Maximum Connection

User Count
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273 per second
23.5 M per day

730 per second
49.1 M per day

27.2 Mbps
1.2 Gbps
6337
33000

217.4K



Top User (Bandwidth Used)

Client IP Bandwidth Used| Country
37.59.32.112 168.3 GB France
37.59.35.174 156.8 GB France

37.187.149.129 133.5 GB France
37.187.149.234 127.2 GB France
35.240.197.148 23.1 GB USA
5.189.179.159 16.3 GB Germany
27.95.99.182 15.2 GB Japan
5.189.185.87 13.3 GB Germany
5.189.199.12 12.9 GB Russia
31.3.87.126 12.5 GB Germany
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Top User (Total Transactions)

Client IP Total Transactions| Country
37.59.32.112 20.7M France
37.187.149.129 20.3M France
37.59.35.174 18.5M France
37.187.149.234 15.8M France
37.120.152.190 2.3M Bulgaria
5.9.54.140 2.0M Germany
5.9.156.115 2.0M Germany
5.45.69.4 1.2M Netherland
35.223.212.79 1.1M USA
5.61.49.20 977.8K Netherland
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o Asite Is assigned a
reputation score
based on

domain owner
Hosting server

Time the site was
created

Type of site

Web Reputation Filters

@
Web Reputa/ﬁlxers

domain where site time the site type
owner is hosted was created of site

o Based on that reputation score and selected security
policies, the site is blocked, allowed, or delivered

with a warning.
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Web Reputation

o Web Reputation Score (WBRS) in Access Policy:

(Poor) (Neutral)

Block
< >
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(Good)
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Web Reputation Action(Volume):
October-2019

Action Percentage |Transactions

Block 11.63% 82.1M
Scan Further:
Malware Detected 0.05% 323.8k
Scan Further: Clean 80.54% 568.6M
Allow 7.79% 55M

Total 706M
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Web Reputation Action(Volume):
November-2019

Action Percentage |Transactions

Block 33.10% 308.1M
Scan Further:
Malware Detected 0.00% 271.9k
Scan Further: Clean 60.60% 564M
Allow 6.30% 59M

Total 031.3M
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Web Reputation Action(Volume):
December-2019

Action Percentage |Transactions

Block 32.10% 461.1M

Scan Further:
Malware Detected 0.00% 315.8k
Scan Further: Clean 61.90% 890.1M
Allow 6.00% 86.1M

Total 1437.6M
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Web Reputation Action(Volume):
January-2020

Action Percentage |Transactions

Block 48.00% 998.7M

Scan Further:
Malware Detected 1.10% 22.7TM
Scan Further: Clean 46.70% 971.6M
Allow 4.20% 87.6M

Total 2080.6M
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Web Reputation Action(Volume):
February-2020

Action Percentage |Transactions

Block 10.70% 137.3M
Scan Further:
Malware Detected 0.01% 760.7k
Scan Further: Clean 80.10% 1024M
Allow 9.20% 118M

Total 1331.2M

20



Web Reputation Action(Volume):
Percentage Comparison

October-2019 November-2019
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Web Reputation Action(Volume):
February-2020

Transactions

Scan Further: Clean
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Web Reputation Action(Volume):
Comparison

Web Reputation Action comparison (in Million)
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Web Reputation Action:
Blocked Traffic

BlockTraffic Trend Comparison
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Web Reputation Action:
Malware Detected by Scan

Malware Detected Traffic Trend (in volume) in October, 2019
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Web Reputation Action:
Cleaned Traffic by Scan

CleanedTrraffic Trend Comparison
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Web Reputation Action:
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Allowed Traffic Trend Comparison

1 2 3 45 6 7 8 9 1011121314151617 18192021 222324252627 28 29 3031
== (Ct-19 ===NoV-19 ==Dec-19 Jan-20 ==—Feb-20

28



400000000

350000000

300000000

250000000

200000000

150000000

100000000

50000000

0

Web Reputation Action: Total

Traffic

Total Traffic Trend Comparison

I %\ I I I I I

1 23 45 6 7 8 91011121314151617 18 19 2021 222324252627 2829 3031

29

== (Ct-19 ===NoV-19 ==Dec-19

Jan-20 ==—Feb-20



All

Traffic Trend (in volume) in October, 2019
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: All

Traffic Trend (in volume) in November, 2019
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Web Reputation Action: All
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Traffic Trend (in volume) in December, 2019
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Web Reputation Action: All
Traffic

Traffic Trend (in volume) in January, 2020
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All

Traffic Trend (in volume) in February, 2020
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-10.0...-9.1
-9.0...-8.1
-8.0...-7.1
-7.0...-6.1
-6.0...-5.1
-5.0..-41
-4.0...-3.1
-3.0...-2.1
-2.0..-11
-1.0...-0.1
0.0...0.9
1.0..1.9
20..29
3.0...3.9
4.0..4.9
5.0...59
6.0...6.9
70..7.9
8.0...8.9
9.0...10.0
No score
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32.4M
12.0k
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10.7k
1,680
38.6k
36.3k
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598
765
1,407
509
131
10.2k
95.6k
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31.7M
1.7M
23.4M
28.7TM
67.5k
3.2M
11.3M
7.6M
3.3M
304.0k
9.4M
165.8M
3.1M
2.5M
56.4k
227.1k
276.2M

Web Reputation Score: October-2019
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Web Reputation Score: November-2019

-10.0...-9.1 6.9M 0 0 0
-9.0...-8.1 3.2M 0 0 0
-8.0...-7.1 8.2M 0 0 0
-7.0...-6.1 289.9M 0 0 0
-6.0...-5.1 203 1,734 64.7M 0
-5.0...-4.1 0 1,290 1.5M 0
-4.0...-3.1 0 13.5k 22.9M 0
-3.0...-2.1 0 26.8k 27.0M 0
-20..-1.1 0 276 2.4M 0
-1.0...-0.1 0 144 2.3M 0
0.0...0.9 0 97 2.8M 0
1.0...1.9 0 3,598 6.3M 0
2.0..29 0 468 2.2M 0
3.0...3.9 0 180 130.0k 0
4.0...4.9 0 1,964 10.7M 0
5.0...5.9 0 49.7k 127.0M 0
6.0...6.9 0 3,199 5.2M 42.8M
7.0..7.9 0 1,365 1.4M 5.2M
8.0...8.9 0 97 36.6k 38.9k
9.0...10.0 0 378 2.2M 10.9M
No score 0 167.2k 285.4M 0
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Web Reputation Score: December-2019

-10.0...-9.1 16.9M 0 0 0
-9.0...-8.1 459.6k 0 0 0
-8.0...-7.1 7.4M 0 0 0
-7.0...-6.1 436.3M 0 0 0
-6.0...-5.1 342 2,410 12.6M 0
-5.0...-4.1 0 1,012 29.3M 0
-4.0...-3.1 0 22.0k 20.0M 0
-3.0...-2.1 0 12.5k 58.4M 0
-20..-1.1 0 61 1.3M 0
-1.0...-0.1 0 275 2.5M 0
0.0...0.9 0 80 1.9M 0
1.0...1.9 0 8,187 16.5M 0
2.0..29 0 348 3.0M 0
3.0...3.9 0 355 331.1k 0
4.0...4.9 0 1,073 3.4M 0
5.0...5.9 0 81.3k 149.3M 0
6.0...6.9 0 86 7.9M 63.4M
7.0..7.9 0 8 1.5M 7.8M
8.0...8.9 0 6 3,618 6,858
9.0...10.0 0 464 1.3M 14.9M
No score 0 185.7k 580.9M 0
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Web Reputation Score: January-2020
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Web Reputation Score: February-2020

-10.0...-9.1 47.8M 0 0 0
-9.0...-8.1 55.5k 0 0 0
-8.0...-7.1 41.9M 0 0 0
-7.0...-6.1 47.6M 0 0 0
-6.0...-5.1 428 43.2k 7.3M 0
-5.0...-4.1 0 142 .9k 23.9M 0
-4.0...-3.1 0 62.4k 133.3M 0
-3.0...-2.1 0 4,440 32.5M 0
-20..-1.1 0 1,253 530.4k 0
-1.0...-0.1 0 1,197 4.7TM 0
0.0...0.9 0 984 2.3M 0
1.0...1.9 0 957 11.6M 0
2.0..29 0 248 30.0M 0
3.0...3.9 0 366 1.6M 0
4.0...4.9 0 1,941 5.9M 0
5.0...5.9 0 135.2k 301.3M 0
6.0...6.9 0 1,104 5.8M 72.3M
7.0..7.9 0 40 1.2M 26.5M
8.0...8.9 0 2 292 795
9.0...10.0 0 483 403.9k 19.2M
No score 0 364.0k 468.2M 0
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Scanned Result

Statistics of the web reputation score between -5.910 5.9 :

Scanned Results
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Major Threat Type Blocked by WBRS

Threat Type Blocked by Web Reputation score in October, 2019
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5697 57759 19 I 238042 29232
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Major Threat Type Blocked by WBRS

Threat Type Blocked by WBRS in November,2019
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Major Threat Type Blocked by WBRS

Threat Type Blocked by WBRS in December,2019
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Major Threat Type Blocked by WBRS

Threat Type Blocked by WBRS in January,2020
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Major Threat Type Blocked by WBRS

Threat Type Blocked by WBRSHebruary,2020
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Major Threat Type Blocked by WBRS

Comparison of Threat Type Blocked by WBRS
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Threat Trends Blocked by WBRS

Comparison of Blocked Transaction (Malware Sites)
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Threat Trends Blocked by WBRS
(cont.)

Comparison of Blocked Transaction (Phishing)
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Threat Trends Blocked by WBRS
(cont.)

Comparison of Blocked Transaction (Botnet)
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Threat Type Detected (except blocked) by Web Reputation in October,

2019
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Malware Categories

Malware Categories Detected in October,2019
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Malware Categories Trend In
November, 2019 (combined)

Malware Categories Detected in November,2019
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Malware Categories Trend In
December, 2019 (combined)

Malware Categories Detected in December,2019
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Malware Categories Trend In
January, 2020 (combined)

Malware Categories Detected in January,2020
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Malware Categories Trend In
January, 2020 (combined)

Malware Categories Detected iRebruary,2020
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Malware Trend Comparison

Comparison of Malware Detected
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Virus Trend Comparison

Comparison of Virus Detected
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Virus Trend Comparison

Comparison of Virus Detected
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PUA Trend Comparison

Comparison of PUA Detected
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Malware Found
®

VBS/Inor-AA Virus Visual Basic Script virus Drops more malware
Troj/ASPAce-Fam Virus Trojan Allows others to access the compute
Mal/WinDocWr-A Virus Malicious behavior [E’Q;“{Q:f’safﬁo‘f,ﬁ’r??,J{ﬁg“réﬂﬁit'géemet
Linux/DDoS-CIA Virus Trojan
Troj/Nitol-AR Virus Trojan
Mal/FunDF-A Virus Malicious behavior A script that encrypts other scripts.
- - Malicious JavaScript Trojans embedded in web pages.
JS/RefC-Gen Y Uil Attempts to redirecEt)the lJJser to a remote malicioFl)Jsgsite
Mal/ObfJS-J Virus Malicious behavior Downloads code from the interne
Linux/DDoS-BI Virus Trojan
Troj/Iframe-GO Virus Trojan
Mal.Gen.IX Malware Malicious behavior
Mal.Gen.JJ Malware Malicious behavior Downloads code from the internet
Mal.Gen.KD Malware Malicious behavior
Mal.Gen.KA Malware Malicious behavior
Mal.Gen.KB Malware
Mal.Gen.IV Malware
Mal.Gen.JN Malware
Mal.Gen.JB Malware Malicious behavior
Mal.Gen.JC Malware
Mal.Gen.JM Malware
App/JSMiner-M PUA CoinMiner
App/AndrCnhv-B PUA CoinMiner A javaScript-based Monero (cryptocurrency) mining
App/JSMiner-B PUA CoinMiner service (called Coinhive) using web browser.
App/JSMiner-C PUA CoinMiner
App/AdvMac-P PUA
App/Tachi-A PUA Adware

Unnamed Malware
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Major Threats Found

VBS/Inor-AA

Mal.Gen.JJ

App/JSMiner-M

App/AndrCnhv-B

Mal.Gen.IX

Top 5 Threat Detected in October, 2019
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Major Threats Found

Top 5 Threat Detected During October to December, 2019

VBS/InorkAA

Mal.Gen.JJ

App/AndrCnhvB

App/IJSMinerM
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Top Threat Daily Trend In

October, 2019
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Top Threat Dalily Trend In

November, 2019 (combined)
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Top Threat Daily Trend In
December, 2019 (combined)
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Top Threat Daily Trend In

January, 2020 (combined)
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Top Threat Dalily Trend In

February, 2020 (combined)
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WBRS of Some Detected

Malware
Mal.Gen.KB -5.9
Mal.Gen.IX -5.9,-5.8,-3.0,5.0
Mal.Gen.KD -5.8
Mal.Gen.JJ 4.3,9.5
Mal.Gen.JH ns

Mal.Gen.lV ns
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sSource

Location Wise Most Malware Risk Detected in October, 2019
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Geolocation of the Detected Malware
sSource

Canada

Location Wise Most Malware Risk Detected in Nov-2019 to Jan-2020
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Geolocation of the Detected Malware
Source (Oct-19 to Feb-20)
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