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Security?

• Security can be defined as -

“The state of being free from danger or threat”

 Security is all about knowing
who and what to trust.

 It is important to know when
and when not to take a person
at their word and when the
person you are communicating
with & what they say who
they are.
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Security’s weakest link ?

A company may have purchased –

- The best security technologies that money can buy, 

- Trained their people so well that they lock up all their 
secrets before going home at night, and

- Hired building guards from the best security firm in the 
business.

That company is still totally vulnerable.

5



Security’s weakest link ?

An Individuals may follow:

- Every best-security practice recommended by the experts,

- Slavishly install every recommended security products, 

- Be thoroughly vigilant about proper system configuration 
and 

- Apply various security patches regularly.

Those individuals are still completely 
vulnerable .
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Human Factor: Security’s weakest link

• Anyone who thinks that security products alone offer true 
security is settling for the illusion of security. 

• Why? 
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• Because the human 
factor is truly security’s 
weakest link.
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Social Engineering (SE)?

• SE is defined as using human interaction to psychologically 

manipulate targets through deception and persuasion in order 

to influence the targets action.

• SE is form of techniques employed by cybercriminals designed 

to lure unsuspecting users into sending them their confidential 

data, infecting their computers with malware or opening links to 

infects sites.
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Social Engineering (SE)

• SE often involves manipulating people into breaking 

normal security procedures and best practices in order to 

gain access to systems, networks or physical locations or for 

financial gains.
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 SE is used to deceive and manipulate 
victims to gain computer access.

 This is achieved by tricking users 
into clicking malicious links or by 
physically gaining access to a 
computer through deception.



Threat actors using SE

• Threat actors use SE techniques to conceal their true 
identities and motives and present themselves as a 
trusted individuals or information sources.

• SE is a popular tactic among hackers because it is often 
easier to exploit users’ weaknesses than it is find a 
network or software vulnerability.

• Hackers often use SE tactics as a first step in a larger 
campaign to infiltrate a system or network and steal 
sensitive data or disperse malware.
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Cyber security is a process..

• SE attacks can succeed  when people are stupid or more commonly, 
simply ignorant about good security practices.

• So, security is not a product, it’s a process. Moreover, security is not a 
technology problem- it’s a people and management problem.

• As developers invent continually better security technologies, making 
it increasingly difficult to exploit technical vulnerabilities, attackers 
will in turn more and more to exploiting the human element.

• Cracking human firewall is often easy, requires no investment beyond 
the cost of a phone call and involves minimal risk.
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Characteristics of Social Engineer

• The S. Engr. anticipates suspicion and resistance and he is always 
prepared to turn distrust into trust. A good social engineer plans his 
attack like a chess game, anticipating the questions his target might ask so 
he can be ready with the proper answer.

• S. Engr. commonly apply techniques involves building a sense of trust on 
the part of his victim.

• S. Engr. knows how to cause a problem for the victim…, then make victim 
grateful when he resolves the problem.., and finally play on your 
gratitude to extract some information or a small favor from the victim 
that will leave the victim’s company or the victim very much worse off for 
the encounter.

• S. Engr.  manipulates by pretending he needs the other person to help 
him.
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Characteristics of S. Engr.

• A S. Engr. uses the psychology of influence to lead his target 
to comply with his request. Skilled SEs are very adept at 
developing a trick that stimulates emotions, such as fear, 
excitement or guilt. 

• S. Engrs. Do these by psychological triggers– automatic 
mechanisms that lead people to respond to requests 
without in-depth analysis of all the available information.

• A S. Enrg. lives by his ability to manipulate people into 
doing things that help him achieve his goal, but success 
often also requires a large measure of knowledge and 
skill with computer systems and telephone systems.
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S. Engineering- Target entry levels

• A skilled S Engr. often targets lower-level or entry level 
personnel in the organization hierarchy. 

• It can be easy to manipulate these people into revealing 
seemingly not harmful information that the attacker 
uses to advance one step closer to obtaining more sensitive 
company information.

• A S Engr.  targets entry-level employee because they are 
typically unaware of the value of specific company 
information or of the possible results of certain actions.
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Basic tendencies of human nature

Social Sciencist Robert B. Cialdini (2001) summarized 6-
basic tendencies of human nature. The S. Engrs. rely on these 
6- tendencies in their attempt to manipulate: 

1. Authority

2. Liking

3. Reciprocation

4. Commitment

5. Social validation/proof

6. Scarcity
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Example: Human Tendencies

• Authority- A person can be convinced to comply with a request 
if he/she believes the requester is a person in authority  or a 
person who is authorized to make such a request.

• Liking- Through conversation, the attacker manages to learn a 
hobby or interest of the victim and claims an interest and 
enthusiasm for the same hobby or interest. Or he may claim to 
be from the same state or school or to have similar goal.

• Reciprocation-We may automatically comply with a request 
when we have been given or promised something of value. The 
gift may be a material item, or advice, or help. When someone 
has done something for you, you feel an inclination to 
reciprocate.
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Example: Human Tendencies
• Commitment- people have the tendency to comply after having 

made a public commitment or endorsement for a cause. Once we 
have promised we will do something, we don’t want to appear 
untrustworthy or undesirable.

• Social validation/Proof- The caller says he is conducting a 
survey and names other people in the department who he 
claims have already cooperated with him. The victim believing 
that cooperation by others validates the authenticity of the 
request, agrees to take part.

• Scarcity – The attacker sends emails claiming that the first 500 
people to register at the company’s new website will free tickets 
to an excellent movie. When an unsuspecting employee register, 
he may give his password what he use in other cases.
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SE Attack Categories

SE attacks are 2-categories: Hunting and Farming

Hunting: 

 Seeks to execute SE attack through minimal interaction 
with the target. 

 Once the specified objective is achieved and security 
breach is established, communication is likely to be 
terminated.
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SE Attack Categories: Farming

• The attacker aims to establish a relationship with the 
victim in order to extract information for a longer period of 
time. 

• Throughout the process, the interaction can change, the 
target may learn the truth and SE may attempt to bribe or 
blackmail the target, thus resorting to traditional criminal 
behavior.
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SE Cycle
• SE typically consists of 4-phases:

1. Information gathering/Research- Collecting information to help 
identify attack vectors and targets.

2. Relationship development/Hook- Develop rapport with the 
target.

3. Exploitation/Play- Use information and relationships to infiltrate 
the target.

4. Execution/Exit- Accomplish ultimate goal.

However, SE attacks are unique with the
possibility that it might involves multiple
phases and cycles and may even
incorporate the use of other more
traditional attack techniques to achieve the
desired end result.
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SE Attack Vectors

An attack vector is a path or means by which the attacker can 
gain access to exploit system vulnerabilities, including the 
human element:

1. Social Approach (SA): An attack vectors in social 
approach can be arise through acts- like tailgating, 
impersonating, eavesdropping, shoulder surfing, 
dumpster diving, reverse SE etc.

2. Socio-technical approach (STA): This approach can arise 
through different situations like phishing, baiting, 
watering hole etc.

22



SA: Tailgating

• When a hacker walks into a secured building by following 
someone with an authorized access card.

• This attack presumes the person with legitimate access to 
the building is courteous enough to hold the door open for 
the person behind them, assuming they are allowed to be 
there
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SA: Impersonating

• The threat actor assumes a false identity to gain credibility as a basis to
carry out malicious action like piggybacking, pretexting and quid pro
quo.

• Piggybacking- the attacker aims to gain physical entry to secured
areas. He acquires permission from the person with legitimate access
by impersonating business entities who requires temporary
admittance.

• Quid pro quo- attacks rely on people’s sense of reciprocity, with
attackers offering something in exchange for information. (In Latin,
‘quid pro quo’ means ‘something for something’.)

• Pretexting- the attacker attempts to breach security protocol and gain
access to credentials and personal information.
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Pretexting examples: emails

• Urgently ask for your help- Your ‘friend’ is stuck in 
country X, has been robbed, beaten and is in the hospital.

• Notify you that you’re a ‘winner’- May be the email 
claims to be from a lottery or  a dead relative, or the 
millionth person to click on their site etc. In order to give 
you ‘wining’ you have to provide information..

• Present a problem that requires you to ‘verify’ your 
information by clicking on the displayed link and 
providing information in their form- The link location 
may look very legitimate with all the right logos and 
contents…
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SA: Eavesdropping 

 Within a company, the personnel may simply discuss 
classified matters out loud if expecting only authorized 
employee to be present. 

 Just for being at the right place at right time, threat actors 
can exploit security breaches of this nature.
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SA: Shoulder surfing/spying

• It is the act of direct observation by surfing over the 
victim’s shoulder to collect personal information, typically 
used for extracting authentication data.
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• All that needs to be done is for the
attacker to place themselves behind
their victim and then observe the pin
code (for example) that is entered into
the payment terminal.



SA: Dumpster diving

 Attackers acquire sensitive information simply look it 
through the garbage. 

 Often individuals and organizations, do not adequately 
dispose of documents, papers even hardware from which 
can be retrieved confidential information.
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SA: Reverse SE
 Reverse SE has 3 steps: sabotage, advertising and 

assisting.

- An attacker find a ways to sabotage  a system/network, 
next advertise their services as a security consultant and 
once in fixing the problem but really do something 
malicious (planting key logger or stealing data).
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- The attacker creates and plays a 
persona that appears to be 
trusted, fabricates a problem for 
the victim and indirectly, presents 
a viable solution.



SA: Diversion theft 

• Offline, the social engineers trick a delivery or courier 
company into going to the wrong pickup or drop-off 
location, thus intercepting the transaction.

• Online, they involve stealing confidential information by 
persuading victims to send it to the wrong recipient.
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STA: Phishing 
- Phishing is like giving random people poisoned candy and 

hoping they eat it.

- Typically a phisher sends an email, IM, comment or text 
message that appears to come from a legitimate, popular 
company, bank, school or institution.
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- That email is meant to trick the 
recipient into sharing personal or 
financial information or clicking on 
a link that installs malware



Phishing: Example
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STA: Spear phishing 

- It is highly targeted attack.

- It is like phishing but tailored for a specific individual or 
organization. Social networking sites can be used by cyber 
criminals to mine data on potential victims.
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SAT: whaling/ CEO fraud

• Whaling uses deceptive email messages targeting high-level 
decision makers within an organization, such as CEOs, CFOs, and 
other executives. 

• Such individuals have access to highly valuable information, 
including trade secrets and passwords to administrative 

company accounts.
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• Whaling attacks always personally address 
targeted individuals, often using their title, 
position and phone number, which are 
obtained using company websites, social 
media or the press.



STA: Vishing

• It is the use of social engineering over the phone to gather 
personal and financial information from the target.

• It is also known as voice phishing.
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STA: Baiting

• Baiting is when an attacker leaves a malware-infected 
physical device, such as a USB flash drive, in a place it is 
sure to be found. 

• The finder then picks up the device and loads it onto 
his/her computer, unintentionally installing the malware.
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STA: Water holing/watering hole

• Watering Hole attack is like poisoning the village water 
supply and just waiting for them to drink from it.

• This is one of most advanced SE attack vectors, as it 
requires substantial technical knowledge.

• After researching the attacker identifies one or more 
legitimate websites regularly visited by the target.
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STA: Scareware

• This scam tactic is to display frightening screens of your 
computer being attacked, and then the scareware will 
make claims to be the antivirus solution to those attacks.

• The victim is simply tricked into downloading and 
installing the attacker’s malware.
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• Examples are Total Secure 
2009, AdwarePunisher, 
SpySheriff, and XP 
Antivirus 2009 etc.



STA: Honey trap

 An attack in which the SE pretends to be an attractive 
person to interact with a person online, fake an online 
relationship and gather sensitive information through that 
relationship.
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STA: Rogue security software

• Rogue security software is a form of
malicious software and Internet fraud that misleads
users into believing there is a virus on their computer and
to pay money for a fake malware removal tool (that
actually introduces malware to the computer).
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• Example- ANG Antivirus, 
Security Essential 2010, 
Blue Frog etc.



STA: Ransomware Attacks

 This type of attacks restrict and block access to the victim’s 
data and files by encrypting them. In order to recover these 
files, the victim is threatened to publish them unless paying 
a ransom.

 It involves six stages: (1) creating the malware; (2) 
deployment; (3) installation; (4) command and control; (5) 
destruction; and (6) extortion.

 The victims have only three choices: (1) paying the 
ransom to get back the encrypted files; (2) trying to restore 
the files from backups if any; or (3) losing the data after 
refusing to pay the ransom
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STA: Popup Window

 The attacker creates a pop up window, instructing the end-
user that the application connectivity was dropped due to 
network problems, and now the user must re-enter their 
username and password to continue with the session.

42

 The unsuspecting user 
promptly does as requested 
and the attacker will therefore 
have gained access.



Attack tools of an social engineer

• Depending on the aimed targets and its skills, the SE will 
choose the most convenient attack vectors- as well as 
appropriate tools to execute them. The tools are:

1. Physical security attack tools

- Listening devices, cameras, GPS tracker, malware on smart 
phones or PC

2. Phone attacks tools

- Burner phone/ disposable phone and caller ID spoofing

3. Computer based attack tools 
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Computer based attack tools

• A SE can find tools for different purposes such as-

- to start and maintain conversation on Instant Messaging 
applications (chat-bots), 

- information gathering, email attacks (mass mail or spear 
phishing attack) or

- Web based attacks

• Some of the most common tools are-

- Maltego: as a tools OSINT being used to gather and mine 
information. Maltego has a powerful GUI.

- SET (Social Engineering Toolkit): an open source toolkit.

- ALICE ( Artificial Linguistic Internet Computer Entity): is an 
natural language processing chat-bot.
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Why do Cybercriminals use Botnet Attacks?

• To steal financial and personal information.

• To attack legitimate web services.

• To extort money from victims.

• To cause unplanned application downtime by Distributed 
Denial of Service (DDoS) attacks.

• To validate lists of leaked credentials (credential-stuffing 
attacks) leading to account takeovers.

• To make money by selling zombie and botnet systems.
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Botnet-assisted attacks

 Main types of botnet-assisted attacks are:
• Web injection
• URL spoofing
• DNS spoofing
• Data collection on specific resources (visitor statistics, data from 

visited pages, screenshots)

 Unlike DDoS attacks, which affect the web resources of the victim
organization, the attacks investigated in this report target the clients of the
organization. The result of a successful attack can be:
• Interception of user credentials
• Interception of bank card data
• Substitution of the transaction addressee (for example, the recipient of 

a banking transaction)
• Another operation performed without the user’s knowledge, but in 

their name
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Bot /botnet proliferation: A scenario

A botnet proliferation scenario: 

A attacker sends a spoofed email, purporting to be from a trusted vendor that is

known to the organization., to your employee. The email message ref. as “invoce”

document, which is attached to the email. When the employee open this malicious

document, it triggers automation (bot) embedded within it and executes the bot on

the employee’s system. This bot may be mapped networked share used by multiple

departments within your organization.
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Botnet defense- Best practices 

Here is a list of best practices grouped by control type which can aid in
prevention, detection and/or expedited response of bonets attack:

 Email security

-Email security gateway

-Real time block list/spam uniform resources identifier

-Attachment type restriction

-Geo-location/Domain based blocking

-Sandbox attachments

 Endpoint Security

-Anti virus

-Anti-malware

-Host based intrusion detection/prevention system
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Botnet defense- Best practices 

 Group Policy

-Windows Firewall

-Enforce automatic proxy configuration

-Application mapping

-Show file extensions

-Disable office macros

-Execution restriction

 Network Security
-Content filtering proxy

-Egress filtering

-Network based intrusion detection/prevention system
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Botnet defense- Best practices 

 Access and Identity Management

 Incident Response
-Security team notification mechanism

-Well defined incident response (IR) plan

-Threat containment

-Email purge

 Education and Training
-Security awareness

-Security analyst skills training

 Business Restoration
-Don’t pay the ransom: restore from backup

-Pay the ransom: stockpile Bitcoin

-Reduce Impact: cyber insurance
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Thank You
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